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3a4yeM Ham
FTOCT TLS?



PacnpocTpaHeHHOCTb TeXHOPecT

o MonynApHOCTb CUCTeM C Beb-
UHTepdencom

o FocypapCcTBEHHas MOAMTUKA MO
obecneydyeHunw Wb

o Hanunume CK3U Ha paboymx mecTtax Ans
3agad 3
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He3aBUCUMOCTb U 6e30MaCHOCTb 2 S PeCT

ﬁ’ CoeauHeHwWe ¢ 3TM cepeepoM HebesomacHo

370YMEILLAGHHMKY MOTYT NILITATECR MOXHTUTE B3LUN AaHHbIE C CaliTa
(HaMpWMep, MapoAH, CODBLIEHHA M HOMeY

pa

BanKkoBCKMX Ka

pT).

Kakne BO3HMKAKWT npobnembl

OT3bIB CepTUPUKATOB CO CTOPOHLI
3apybexHbix YL, O0TKas B BbiNnycke

Kak pewawtca 3Tu npobaemb

BepetcAa 3anyck HauuoHanbHOro
yAocToBepAwwero UeHTpa

Ha 6a3e HYL onepaTuBHO CO34aH
YyAOCTOBEPAWWMA LUEeHTp ANA BbiNycCcKa
TLS/SSL cepTuduMKkaToB C MCMNONb30OBaAHUEM
3apybexHbiX KpunTorpadpmyeckux
anroputmoB (RSA)
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[Mpob6sembl
M BOMpPOCHI



e nonyuutb cepTudukatel TLS FocT?  SXHOgaess

o CBOW KOprnopaTuBHbIN YL.

o YU, B T.4. AKKpeauToBaHHble, 3aTtem HYL. @ é ’



Kputepun Bbibopa CK3U ans TeXHO e
opraHusauumn TLS TOCT

AnAa nonb3oBaTenen:

o MNpocTo n yaobHo.

o Hepoporo.

o MNoapepxKa pasHblX naaTtéopm M bpaysepos.

AnAa cepBepoB:

o BblcokonpousBoAMTE/IbHLIN .

o CepTUGMUMPOBAHHLIN .

o HapexHbin.

o MNopaepxka AyanbHOW Kpuntorpadum - pexum
OAHOBpPEMEHHON paboTbl C POCCUNUCKMMU U MHOCTPAHHLIMU
aNropnTMamu.
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Hawe peweHue -
ViPNet TLS Gateway



TLS ViPNet TLS Gateway TeXHOpecT

BoicokonpounssoanTenbHblin TLS-KpunTowsnws

o AyTeHTUdUKaUMA KAWEHTA U
cepBepa

O YnpaBneHue [OCTYNOM Ha
OCHOBe cepTUdPMKaToB

o [JyanbHblih pexum paboThl

o YApaneHHoe ynpaBieHue

o KnacTepusauua

o TLS 1.0 - 1.3
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MoandukaLmm TEXH@mte:

WUcnonHeHue TLS 550 TLS 1100 TLS 5500
dopm-pakTop MAK 19” Rack 1U MAK 19” Rack 1U MAK 19” Rack 1U
MpenenbHaa nponyckHas
CnocobHocTb (M6UT/C) Ao 600 Ao 1800 Ao 76060
Mcno opHOBpeMeHHbIX [0 7000 [o 14000 [0 65000
coeauHeHui
Wi epdeiics 6x Ethernet 8x Ethernet 10/100/1000 4x Ethernet 10/100/1000
P 10/100/1000 4x 1G Ethernet Fiber SFP 8x 10G Ethernet Fiber SFP+

MnaTdopmbl BUPTYanuM3auum

%7 [ - HKVM =8 HyperV
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ViPNet TLS Gateway

o CK3W KC3 (mcnonHenusa MAK)
o CK3N KC1 (mcnonHeHune VA)

o 3aperucTpupoBaH B PeecTpe

poccuinckoro IO

cepTUPULMpPOBaAH X peer

KnueHtckoe CK3WM

PS._'E ViPNet CSP

gg\ ViPNet PKI Client

Nlwboe
ceptuémumpoBaHHoe CK3U
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JleMOoHCTpauua



CueHapuu: [lyanbHbln pexum

PKI Client
2

APM nonb3oBarteng 1

PKI Client

TLS
e TLS Gateway

TLS FOCT

& |&

APM nonb3oBartens 2

>
TLS FOCT _
TLSRSA _ 7 1\
- TV
11,

A\\174

3alumilaemble pecypcl

TLS FOCT

PKI Client

o

@RSA

APM nonb3oBartens 3

APM agmuHucTpatopa
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Cnacunbo 3a BHUMMaHue!

bagmaeBa Pumma

e-mail: Rimma.Badmaeva@infotecs.ru

MoanucbiBanTeCb Ha Hawu couceTw

https://vk.com/infotecs news E% %E https://t.me/infotecs news
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